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Machine Unlearning Definition & Applications
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Challenges & Evaluation
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Contributions

v’ Large-Scale Unlearning Benchmark
Simulates Real-World Conditions
(ImageNetlk & Limited Data Access)

v Retrain-Free Jensen-Shannon
Divergence (RF-JSD) Metric:
Ensures Evaluation without the Gold
Standard Model

v" LoTUS
Increases Entropy In Predictions up to
an Information-Theoretical Bound
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Table 7. Retrain Free-JSD (RF-JSD) and JSD Correlation

measured with the Pearson correlation coefficient (PCC).

Table 4. Large-Scale Unlearning with ImageNetlk: LoTUS
outperforms state-of-the-art approaches in both unlearning effec-
tiveness (RF-JSD) and efficiency (Time). While other metrics lack
concrete validation due to the absence of a Gold Standard, they
provide additional insights: LoTUS uniquely preserves the Retain
Accuracy of the pre-trained model while reducing MIA Accuracy.



Results

Metric(}) | GoldStd  Finetuning NegGrad+[23] RndLbl[I17] BadT[9] SCRUB[23] SSD[I4] UNSIR[34] SalUn[I2]  LoTUS Metric (}) | BadT SCRUB SSD UNSIR SalUn LoTUS
Cz AvgGap 0.0000 0.0175 0.0400 0.2925 0.0775 0.0225 0.0225 0.0225 0.0925 0.0150 &g Ave Gap 0.0575 0.0350 0.0350 0.0375 0.0375 0.0225
= TE' ISD xled 0.004.0,00 0.05.4.0.00 0.1040.00 0.64 4103 0.1810.01 0.044.0.00 0.04 410,00 0.064.0.00 0.2540,59 0.039.00 8 a .ISD )(1(:‘4 0.06-40.01 0.01+9.00 0.014¢.00 0.024+0.00 0.1040.01 0.01+9.00
5 E Time (min) | 228.9:640 2264100 25204002 251940000 16911005 3325:0m 27274006 210174020 76974570 13414004 g = Time (min) | 15044003 16824003 18694006 18331002 38.08:000 13791002
£ . G
E_ AveGap 0.0000 0.0275 0.0325 0.0175 0.0375 0.0200 00175 0.0250 0.0200 0.0125 s g AveGap | 00600 - 00125 00150 00150 0.0050 - 0.0050
= 8 E T ISDxled | 0.04i001 0001900  0.004000  0.001gg0  0.021000  0.001g00
z = JSDxled 0.0040.00 0.07 +0.00 0.13 1001 0.064.0,00 0.17 Lo.m 0.04_¢.00 0.04_9.00 0.0810.01 0.06.10.01 0.04_9.02 U .
g N = 7 Time (min) | 15104020 16994035 19034054 18331002 37934048 14094953
fis Time (min.) | 112254033 11355000 12.63 10,01 12791 0.02 9184027 16.74 10,03 13.67 1002 10.694001 38054004 70241901
- = Avg. Gap 0.3050 0.2225 0.2225 0.2925 0.3300 0.1725
:% 5'): Avg Gap 0.0000 0.0400 0.0475 0.0200 0.1750 0.0200 0.0200 0.0475 0.0200 0.0200 = 9. ISDxled | 0554004 0444002  Oddionr 0651023 6254045 0284000
= LDL J.SD xle.—4 0.00_10.00 0.27 1002 0.39 40,04 0.3540.00 1.89 .01 0.05_g.02 0.17 40,17 0.8540.06 0.29.40.01 0.05_¢,01 % Y Time (min) | 0.58400 0.6240,00 1.29.4 003 0724001 1,494 901 0.57 L0
= Time (min.) 13.83 001 1.404 0,01 1.67 10,00 1.76 4001 2.091025 221 40.01 1.91 1000 3.21 4001 8.1540.01 1.090.00 E _ Avg. Gap 0.0625 0.1075 0.1025 0.1025 0.1300 0.0650
7 Avg Gap 0.0000 0.2200 0.2250 0.1925 0.2850 0.2725 0.2700 0.2375 0.2025 0.1675 3 JSDxled | 0081002 Oldiooo 034000  02lipos 140402 0.09490m
= '—? J_SD x1e_v4 0.0040.00 1.80 40,04 1.82 10,07 1L.71 4011 1.81 10.04 0.98 40,00 0.9640.02 1.76 10,05 1.93 10,09 0.62.9.01 Time (min) | 0571902  0.614002 1271002 0731000 149001 0.57 1900
z = Time (mm.) 46.8[10_57 2.8510‘00 3-]7i0.00 3-44i0.01 1.9]10.[” 3.97:{:0‘0() 3.47:&"_00 5-0010.01 6.0610.% l.ﬁzin.oo
g g AvgCap 0.0000 0.3600 0.3575 0.4025 0.3675 0.1650 0.2125 0.3625 0.3650 0.1200 Table 3. Scaling up the Forget set to 50% of the training sets:
= 2 ISDxled 0.00 6.88 6.87 5.84 430 1.87 3.04 3.05 6.50 1.67 . .
5O ‘ +0.00 +0.59 +062 +0.98 +049 +0.08 #1355 +0.32 +060 2050 LoTUS outperforms state-of-the-art approaches in all metrics. Ba-
z Time (min.) 3.394030 0.43 40,00 0.4940.00 0.57 £0.00 0.34001 0.58 10,00 0.54 10,00 0.45 40,00 1.55 10,01 0.30L9.01 X : & hods (Fi ] NeeGrad+. Rnd Labeli
(2]
& O AvgGap 0.0000 0.1525 0.1550 0.1300 0.1025 0.1625 0.1600 0.1450 0.1400 0.1250 sic unlearning methods ( 1net-un1ng, egGrad+, Rnd Labeling) are
£ JSDxled | 0004900 19524623 19.16.4531 9514030 9411004 1053403 10304008 1632448 15254500 6904540 more efficient, but less effective than LoTUS.
= Time (min.) 7.3410.77 0.7610‘00 0.9|i0_m ]-OﬁiO.Of) 0.6610.00 I.ZO:H]‘[)() I.U?iﬂ_m 1.6810_02 2.7210.03 0.62in_0ﬂ
CMF of Hash Differences (Forget/Retain Sets) Time
Table 1. Performance Summary of unlearning 10% of Tiny-ImageNet (TinyIN), CIFAR-100 (C-100), and MUFAC training sets: 100 1 EAc Com plexity
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Table 9. Class Unlearning with ResNet18 models and the TinyImageNet (TinyIN) and CIFAR-100 (C-100) datasets. We highlight the Table 2. Unlearning 10% of CIFAR-10. LoTUS outperforms state-of-the-art approaches, both when the calibration/unseen set D,

best and second-best scores. consists of real data () and when it consists of synthetic data (=) from the CIFAKE dataset, We highlight the best and second-best scores.
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Figure 1. Machine Unlearning via smoothing prediction prob-
abilities: LoTUS eliminates sample-specific information (e.g.,
unique fur patterns in cat images) that the DNN memorized and ex-
posed through overconfident predictions. Then, the DNN responds
to unlearned samples as if they were never part of the training set.
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Unlearning with

Temperature Parameter (Dynamically Adjusted)
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Gumbel — Softmax Activation Function
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Figure 2. Contribution of the dynamically adjusted temperature
T4 to convergence toward the objective AAcc = Acc(fun, Df) —
Acc( forig, Duw) = 0. The steps are denoted as follows: (1): sharp
step towards objective, (2): smaller step (proportional to AAcc),
(3): drastic accuracy restoration when over-unlearning.

Why Gumbel — Softmax?

ResNet18
TinylmageNet CIFAR-100 CIFAR-10 MUFAC

Vision Transformer
TinylmageNet CIFAR-100 CIFAR-10 MUFAC
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O Softmax
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Temperature
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?( Softmax

m] Ctma A
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Table 10. Contribution of Gumbel noise into the activation function. Ablation analysis using Gumbel-Softmax and Softmax with
Temperature as activation functions. LoTUS performs better with Gumbel-Softmax in the majority of the benchmarks.



Conclusion & Thank you!

v LoTUS:
e 1St Entropy-based Unlearning Method that Meticulously
Increases Uncertainty up to an Information-Theoretical Bound
e Outperforms SoTA in Balancing Forgetting-Retention,
Unlearning Effectiveness & Resilience to the Streisand Effect,
and Efficiency

v’ Retrain-Free Jensen-Shannon Divergence (RF-JSD) Metric:
e Ensures Evaluation without the Gold Standard Model
e Strong Correlations with the Established JSD Metric
* More Interpretable & Efficient than the existing ZRF Metric

v’ Large-Scale Unlearning Benchmark Simulating Real-World
Conditions
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